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® Part 1: (In)secure Monitoring

Security monitoring systems tend to get more and more
autonomy due to the:

= Cost restrictions

= Exponential growth of coverage
= Data fusion options

= Decision quality

Their pervasiveness makes them a high-value target for the
attacker
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Y Security Monitoring Goals

Defense in depth — one layer of defense is not sufficient for high-
value targets

Progressive layers of defense need to be configured to reflect the
(a) business needs and (b) threat environment

Exploitation time — monitoring should ensure that the attacker
would not be able to profit from any successful exploit of
individual component




® Example

Door inspection: High-security locks (used to) resist a
professional attacker for at least 10 min.

Monitoring system needs to ensure that nobody can attack the
doors for 10 minutes without being observed, detected and
identified.

... and this is subject to multitude of attacks on monitoring, that
can be explained using a multi-agent paradigm




©

Attacks on Monitoring

Feature extraction .
/ Detection model

A h/T. i
pproach/Target Pattern matching

Passive attacks on

Passive sensor Passive attacks on
detection model

Passive :
attacks pattern matching

Active attacks on

Active sensor Active attacks on
detection model

Active :
attacks pattern matching

Denial of service Floods the operator with false alarms

Classification follows (simplifies and re-formulates) [Barreno 2006]

Additional axis: targeted and indiscriminate
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© Passive Attacks

Probe capabilities, resolution and current state of various system
components in order to determine their capabilities and avoid
them in the future

Target:
= Sensor (host IDS fingerprinting, side channel attacks on IDS)

» Feature extraction (polymorphic malware, shape-disrupting
camouflage)

= Learning and Model (learning, adaptive malware)
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© Active Attacks

Shape algorithm inputs in order to influence its capability to
detect intruder’s future actions

Targets:
= Sensor (jamming, electronic warfare attacks)
= Feature extraction (concurrent attacks in network security)
= Model and learning (adversarial network traffic shaping)




® Increasing Sophistication

Improving computational capacities allow the attackers to target
the internal state of the model, rather than only sensor or
pattern matching as before

Automated attack methods can be based on machine learning,
genetic algorithms or a combination of thereof

Example: Self-learning malware for automatic avoidance of IDS
system




® CAMNEP Goals & Assumptions

Improve the error rate
= |ower false positives
" same false negatives
Validation & Stability

= reliable response to
typical threats

» traffic-independent
response

Management

= self-optimization and self-
configuration

Reasonable-sized traffic
Reasonable attack types

Not-real time (minimal
response delay 40 sec.)

Integrates with other defense
techniques

Low predictability by opponent
Structured, actionable output




CAMNEP: System overview
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Detection Layer Overview (2)

Probe 1 Probe 2
Collector 1 Collector 2

Flow insertion

i Agent A

! Flows Flows Incident ! .

i Anomaly Anomaly agent 1 | i

. | | detection A detection B b
Individual AD methods 300:2 | neitert g stio

1 A, Ay Incident agent 2 T

i agent 3 ! :

; Aggregated anomalies
Averaged anomalies 58:2 W

Trust Trust

update update
Trust Trust

query query

Adaptation
output selection

Ave ra gEd t r u St 1 5 . 2 Aggregator1  Aggregator2  Aggregator 3

Adaptive average 5:2
B&"Cn 7 )
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9 Anomaly Detection Methods

W EWEIE Horlzontal Vertlcal Sc DoS/DDoS
Hethod/adack Flooding/Spoof.
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@ Reflective-Cognitive Principles

Cognition: Threat/Risk

= Self-monitoring Model
= Self-evaluation
" Goal representation

Monitoring,

Challenges

Reflection:
= Component generation
* Component selection

o Adaptation
= Component combination

\
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® Dynamic Classifier Selection

Trustfulness Histogram - Flows
T

- e R B i |
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. 3000 [ Known Server
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® Adaptation Architecture

Monitoring & evaluation
" Challenge insertion

= Challenge insertion control

= Challenge selection
strategy

Adaptation

= Aggregation function
selection

= Aggregation function
creation

Probe 1 Probe 2
Collector 1 Collector 2

Flow insertion i

Container 2
J I I N N Y Gontainer 1|
. Agent A Agent B i
1 Flows Flows |“0id3|]|‘ :
‘ i !
Anomaly Anomaly agen
detection A detection B ! .
Incident __ | pigration

agent 2

‘R /B Incident
agent 3

Aggregated anomalies

<IN

Trust Trust
update update
Trust Trust
query query

Adaptation
output selection

= sl

Aggregator1  Aggregator 2  Aggregator 3
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Monitoring: Challenge Insertion

Chaﬂenge DB Threaf Model
Monitoring

Challenge Outpdt
— s N .
Selection .- :
.~ Reconfiguration
Challenges y
Intrusion
Network — |  Detection Output
System

Unlabeled background input
data

Insertion of small set of
challenges

" |egitimate vs Malicious

BT S ..
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® From Challenge Insertion to Trust

Trust in the aggregatoragent | "1 "~ " [_Jmwemmoer..
mOdels its ability to Sepa rate - nomaly distri umnc/ml alse positive challenges

the legitimate from malicious |
behavior under current s ool | |
conditions

nt

Number of eve
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Trust value used for: m | \

3000 '

= System monitoring | | / |
= Challenge control ’»\ J ! K

i \/\‘*/\A T~

|
']
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® Trust Modeling — Issues

Regret/FIRE model individual reputation component used
= Startup delay considerations
* Changing network traffic character

= Number of inserted challenges vs. the number of attack types
= Relationship between the challenge insertion and trust
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© Evaluation

Real network traffic
= 1Gb link
= 200-300 Mb/sec eff.
= 200 flows/sec
" 6 hours ... 70 datasets
" 5 minute collection

Third party attacks, manually
classified

SSH scans, password brute
force, worms/botnets,
malware, P2P

§ «'s:.“\,\); )
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Experimental results

x 10
8 T T | |
= = Num of malicious flows
Num of legitimate flows
7 Num of flows i

“/

Num of flows
.
I

3b L .

i

A

' l‘ \ \ -y ; -

P4 - - \‘\\,‘\, '\\"—‘hi-"‘\-.,'\",'s—._,’l-'ho eV 4 ‘;-“\ N
1k _
0 | | 1 1 1 1
0 10 20 30 40 50 60 70

Time

*w e a® ”
* L]
o L]
* * ®
EVROPSKA UNIE ¥’ I

20



\9) Experimental results (2)
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\9) Experimental results (3)
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Selected classifier agent ID
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9 Experimental results (5)

False positives reduced (excesses avoided)

False negatives comparable/reduced

Aggregation False Negative (sIP) False Positive (sIP)

Arithmetic average 14.7 12.5
Average aggregation fct. 13.1 24.3
Min FP aggregation fct. 14.5 9.3
Min FN aggregation fct. 9.8 125.2
Best aggregation fct. 13.7 5.7
Adaptive selection 14.0 3.1

e University network, third party attacks only — scans, P2P, password bf,...

* e -.
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Attack Modeling for Challenge

0 )
Insertion

Trust as a system monitoring tool:

What is our IDS/NBA good for ?
Does it work right now ?
How sensitive it is ?

Canitdetect X ?

25



© Attack Trees

Model attack options to
achieve a specific goal

Less expressive than plan
representation techniques

= No action order
= AND and OR nodes
Intuitive

Typically quite large for real
world problems

EVROPSKA UNIE
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\9) Attack Trees - Examples

Server take-over File sharing
locate
exploit
Buff. ov.
Pswd. bf.
Ay horizontal scan Ag download
As fingerprinting A~ upload
As buffer overflow Ag directory node

Ay SSH brute force request
As SSH brute force response

27
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©® Decision-Theoretic Threat Modeling

One attack tree per threat
(attacker objective)

Attack trees (roots) annotated
with loss values

Loss values can be propagated

1 1
to leaf nodes (i.e. attack PACT) =15y 2 e
actions) ‘f;iff“ené

Leaf nodes get loss value as P(4i) = > EID 5 Z D(T) - P(Ai. Ti)
well

Loss value can be determined
for attack classes

* : .. ’
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9 Attack-Type Insertion Effects

Observable effects on trustfulness values for specific attack
types
Slow, low volume attacks are still undetectable

So far inconclusive on the extracted event level

m All challenges Selected challenges

Horizontal scan 1.1/-0.2 1.410.0
Vertical scan 1.2/-0.2 1.4/0.3
Fingerprinting 1.511.2 1.9/1.6
SSH pass. brute force -0.2/0.6 0.17/1.2
Buffer overflow -0.2/0.1 0.2/0.0

R e -.
* * .' )
* * " :,/
ST e
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® Evasion and Strategic Behavior

Continuously, dynamically optimized IDS is better than optimal
IDS.

Optimality is predictable.

Adaptation must be designed w.r.t. intelligent, informed and
strategically behaving opponent

We assume public knowledge of NBA algorithms and trust
model algorithms.

Attacker may know/shape other network traffic
Security should be achieved by our strategic behavior.

Game theory is an appropriate formalism.

* : .. ’
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© Evasion: Two Time Horizons

Single interval

Defined by IDS observation
interval

Attacker strategies:

= (..n attacks actions, defined by
type and parameters

= Resources used
Defender strategies:
= Detection agent set

= Aggregation function
= |DS parameters

Sequential
Sequence of intervals — 0..T
Attacker: attack plan execution
Plan unknown by defender

Defender: strategy sequence,
minimizing the chance of
generic attack plan success

31



Single interval

Defined by IDS observation
interval

Attacker strategies:

= (..n attacks actions, defined by
type and parameters

= Resources used
Defender strategies:
= Detection agent set

= Aggregation function
= |DS parameters

9 Evasion: Two Time Horizons

Sequential

Sequence of intervals = 0..T
Attacker: attack plan execution
Plan unknown by defender

Defender: strategy sequence,
minimizing the success of
generic attack plan success

32



© Game Definition

Our game definition is more realistic than other formulations
= Used for online definition, rather than analytical solution of an
abstract problem
Normal form game is defined by
= players
= .. their strategies
= their utility functions/payoffs

G = (P,S,U)

33



® [P] Players (1)

Defender

Monitors security policy
Attack/Threat Models

Minimizes expected
undetected loss and
administration costs
= False negatives
= False positives

Attacker

Attacker goals & valuations

Needs to achieve undetected
execution of an attack plan

Maximizes attack gain

Minimizes detection
probability/penalty
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® [P] Players (2)

Defender Attacker Model

Network
Traffic

Detection probabilities

Monitors security policy
Attack/Threat Models

nimi Game
Minimizes expected Detection Layer Definition
undetected loss and T GamaMaticos
administration costs . Game
Reconfiguration S

Optimal
decision

= False negatives

= False positives _l
" .-' I[TTT ‘

G e
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® [S] Strategies

Defender Attacker
Aggregation function Attack type selection
= Determines sensitivity w.r.t. = Game only models attack type:
different attack types Horizontal scan, vertical scan,
= Wide range of behaviors P2P sharing,
= Robustness = Attack size/speed randomly

= Low predictability of individual drawn from a distribution

Strateg|es' response = AttaCk pI‘ObabIhtleS generated
from the attack-tree based
model (will change soon)

5% 0 7 )
4
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[S] Strategies - Defender

| a; ; — P2P network ‘ a; ; — Horiz. scan

| @; ; — Vert. scan || B — Leg. traffic

Average 0.1979 0.377 0.9441 0.3416
eowal 0.1763 0.2672 0.9236 0.3568
eowa2 0.1709 0.2672 0.9236 0.3459
eowad 0.1925 0.377 0.9236 0.3480
eowad 0.1817 0.377 0.9133 0.3848
eoWab 0.0818 0.2500 0.9571 0.3222
eowab 0.1871 0.2672 0.9236 0.3440
eowa’ 0.1709 0.377 0.9236 0.3599
eowas 0.1925 0.377 0.9236 0.3080
eowad 0.1421 0.2500 1.0000 0.3224
owal 0.1763 0.4054 0.9133 0.3633
owall 0.1789 0.377 0.8704 0.4515
owaz 0.1709 0.2672 0.8986 0.3300
owas 0.1763 0.4054 0.9133 0.3402
owad 0.0818 0.2500 0.9571 0.3224
OwWad 0.1709 0.2672 0.9089 0.377
owab 0.1752 0.2500 0.9571 0.3384
owa’ 0.1817 0.2672 0.9133 0.3342
owas 0.1817 0.2672 0.8704 0.4211
owad 0.1911 0.377 0.9441 0.4526
wavg2 0.2071 0.4054 0.7227 0.4395
wavgsd 0.3288 0.2500 0.9571 0.3184

R e .. |
* * .'
* * "
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\Y)

[S] Strategies - Attacker

Attack class vi | Palaj) | Pala;)
Apache benchmark ay | 0.001 300 -300
Horizontal scan as | 0.001 140 -140
P2P Network az | 0.001 180 -180
SSH brute force request ay | 0.001 1000 | -1000
SSH brute force response | as | 0.001 1000 | -1000
Vertical scan ag | 0.001 150 -150

** 5
* *
* *
* *

* ok
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Defender/Attacker

[i/j]

Strategy 1
(Attack class,)

: [G] Normal Form Game

Strategy 2
(Attack class,)

Strategy 3
(Attack class;)

Strategy 1
(Aggregation
operator,)

Strategy 1
(Aggregation
operator,)

Strategy 1
(Aggregation
operator,)

Payoffs
Defender and
Attacker

S L]
s L e ﬂ
* - L
* * L]
* ok e. 8
EVROPSKA UNIE il e
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©® [U] Utility Functions - Measurements

Values depending on the environment, not under the direct
control of the players

= Detection probability

= Attack success probability
= False positive probability
= Background traffic volume

40



©® [U] Utility Functions — Costs/Payoffs

» Coefficients representing players’ preferences,
policies and utilities

Defender Attacker
Attack success payoff/loss Attack success payoff
Attack detection payoff/loss Detection payoff/loss
TP processing cost Attack cost

FP processing cost
Monitoring fixed cost
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[U] Defender

Detected incidents Undetected incidents Monitoring

[ | |
Hd(dj}ﬂh t) :{ﬂi,j(Dd(ﬂj) - CTP)\‘|‘ (1 - ﬂ-a,j)’}’jpd(ﬂrj) - ﬁv(t)CFP —Cy

IINS=—

I_.ﬁj{mnm
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9 [U] Defender - Detected

Detected incidents Undetected incidents Monitoring

[ | |
ua(dj, a;,t) ='a; j(Dala;) — Crp) '+ (1 — @i )7, Pala;) — BV (t)Cpp — Cy

Detection probability
For attack j and
aggregation function i

Cost of true positive
handling

Detection payoff
When an attack action
a is detected

*w e ..
* * .‘
PO .
* 4k .
EVROPSKA UNIE ¥’
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9 [U] Defender - Undetected

Detected incidents Undetected incidents Monitoring

¢

[ |
ua(dj, a;,t) ='a; j(Dala;) — Crp) '+ (1 — @i )7, Pala;) — BV (t)Cpp — Cy

\

Detection probability
For attack j and
aggregation function i

/ Payoff (loss)

Attack a; success Cost of successful
probability undetected a;

S a®
t* * *t .‘ %]
&
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9 [U] Defender - Monitoring

Detected incidents Undetected incidents Monitoring

/

[ | |
ua(dj, a;,t) ='a; j(Dala;) — Crp) '+ (1 — @i )7, Pala;) — BV (t)Cpp — Cy

Traffic volume in Average cost per FP
number of flows

FP probability for each flow

t)CFp} — C'ym

\
— \

Cost of FP processing Fixed cost of monitoring

*w e ..
* * .‘
PO .
* 4k .
EVROPSKA UNIE ¥’
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U] Attacker

Detected incidents Undetected incidents Attack cost

\ \
[ | |

:
ug(dj,a;) = o jDg(a;) + (1 — g 5)v;Pala;) — Colay)

|

IINS=—

I_.,.-_&{mnm
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[U] Attacker - Detected
Detected incidents Undetected incidents Attack cost
'H.a_(dj . ({..-t-'_) — ﬂ’.;,'_:jDa (“j) -+ (1 — ﬂ?'.:j)ﬁﬁjPa(ﬂ'j) — (?a_li(.-_'.j)
Detection probability Payoff/loss of the

For attack j and
aggregation function i

detection

(]-j_:jDa_(({-j)

47
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[U] Attacker - Undetected

Detected incidents Undetected incidents Attack cost

'If.a_(dj. (’-"?'.) — f_".l-'.;,'_:jDa (“j) -+ (1 — ﬂ'i:j)ﬁﬁjPa(“'j) — (?a_li(.-_'.j)

Detection probability Payoff for the
For attack j and successful attack
aggregation function i

Success probability for
the attack a;

b4

* oy K
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\9) [U] Attacker — Attack Cost

Detected incidents Undetected incidents Attack cost

A \
| I |

:
ug(dj,a;) = o jDg(a;) + (1 — g 5)v;Pala;) — Colay)

— Calay)

Payoff for the
successful attack a;

** % I_'j. {H\HIH
INVESTICE DO ROZVOJE VZDELAVANI EVROPSICA ol gf I\|<5F |

IINS=—




® [G] Situations - Detected

Detection payoff
When an attack action

_ Cost of true positive
a; is detected

handling
[ ; |
a;,j(Da(a;) — Crp)
Detection probability
For attack j and Payoff/loss of the
aggregation function i detection
ai,jDa(aj)

e OQutcomes: Da,Dd ~ 0 on the Internet/first layers of defense

* Increases with network value and decreasing attack frequency
* TP handling cost alone makes IDS on the gateways useful
mainly for attack intelligence/automated statistical processing

% Crr "
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® [G] Situations - Undetected

Detection payoff

When an attack action Payoff/loss from the
a; is detected successful undetected
breach
[ : |
- W—aighlaes)
Detection probability Attack a; success
For attack a; and probability
aggregation function i
Payoff for the
\6}‘*&51? )r}!j Pﬂ (a'j ) successful undetected
breach

e OQutcomes: Success probability amortizes payoffs
* Typically P, > P_, P, > D,, and P, > D,— monitoring is essential
* Best outcome for the defender: undetected, ineffective attack

% Crr "
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Utilities in Game

** %

*

*

* *
* 4k
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- )

Attacker Defender
Def./Att. ay sz az a4 as ag\ (Def./Att. ay as as y as ag
Average | —0.11 0.03 011 -0.72 -045 -0.13 Average | —0.56 -0.70 -0.77 0.05 -0.21 -0.53
cowal | —0.13 007 012 —0.70 —043 —0.13 eowal |—055 —0.74 —0.79 002 —025 —0.55
eowa2 | —0.13 007 012 —0.70 —0.43 —0.13 eowa2 | —054 —0.74 —0.79 003 —024 —0.54
cowad | —0.02 003 011 —0.68 —0.34 —0.13 eowa3 | —064 —069 —0.77 002 —032 —0.53
eowad 0.05 0.03 011 -066 -0.17 -0.12 eowad —0.71 —-0.69 —0.77 0.01 —0.49 —-0.53
eowab 0.06 0.07 015 -041 -047 -0.14 e0was —-0.62 —-063 -0.71 -0.15 -=-0.09 -—-0.42
eowab | —0.11 0.07 011 —0.70 —0.43 —0.13 cowab | —0.57 —0.74 —0.79 002 —0.25 —0.55
eowaT | —0.20 003 012 —0.72 —0.17 —0.13 eowa7 |—045 —0.67 —0.76 0.08 —0.47 —0.51
eowa8 | —0.02 0.03 011 —0.70 —0.23 —0.13 eowa8 | —0.63 —068 —0.75 0.06 —042 —0.52
cowad | —0.06 007 013 —041  0.00 —0.15 eowa9 | —052 —065 -0.71 —0.17 —0.58 —0.43
owal 0.05 0.03 0.12 —0.66 —0.16 —0.12 owal | —-0.71 —068 —0.77 0.00 —-0.50 -0.53
owal0 | —0.08 0.03 012 —044 —0.10 —0.11 owal0 | -0.55 —066 -0.74 —0.19 -0.52 -0.51
owa?2 | —013 007 012 —066 —0.31 —0.12 owa2 | —053 —0.72 —0.77 001 —0.34 —0.53
owa3 0.05 0.03 012 —-0.66 —0.16 —0.12 owas -0.70 -0.68 -0.77 001 -0.49 -0.53
owad 0.06 0.07 015 —041 —-0.47 -0.14 owad | —0.61 -062 -0.70 -0.14 -—-0.08 -0.41
owa5 | —013 007 012 —0.68 —044 —0.12 owad | —0.55 -0.74 -0.80 000 -0.24 -0.56
owab 0.06 0.07 012 —041 —0.62 —0.14 owa6 | -0.74 -075 -0.80 -0.27 -0.06 -0.54
owaT 0.01 0.07 011 —0.66 —0.50 —0.12 owa7 | =070 -076 -081 -0.03 -0.19 -0.57
owa8 | —0.13 007 011 —044 —043 —0.11 owa8 | =051 070 -0.75 -020 -021 -0.53
owa9 0.14 003 011 —0.86 015 —0.13 owad | —069 -058 -0.66 031 -0.70 -0.42
wavg? | —0.02 0.03 011 —0.75 017 —0.07 || wevg2 | -060 —064 —072 0.4 —0.79 —0.55
\ wavg3 | 000 0.07 006 —041 —062 —014) \ wavgd |-067 —074 —0.73 —026 —0.05 053
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® [G] Solution Concepts

Dominant strategy: best strategy against any strategy of the
opponent

= Exists only rarely
= Easy to guess

Max-Min: strategy that guarantees minimal worst-case damage
= Robust and easy to find
= May be too pessimistic
= Provides best results against insiders

* : .. ’
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Y [G] Solution Concepts (2)

Conditional dominance: iteratively removes dominated
strategies, then selects randomly

= Unstable, used for benchmark only
= Represents the behavior that is not naive, but is not strategical

Nash equilibrium: couples of stable strategies where unilateral
change is unprofitable

= Robust, but implies game knowledge/learning
= Guaranteed to exist, but difficult to find

* : .. ’
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® Solutions: Dominant Strategy

Does not exist in this game

= We have experimentally found that it exists only in about 1 game
in 20 for our system, traffic and settings ranges

= |t’s existence in the example would make all other solutions trivial
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9 Solutions: Max-Min

E . t f ” Def./Att. a as as 1y as g
XISTS TOr all games Average | —0.56 —0.70 |—0.77] 0.05 —0.21 —0.53
] eowal | —055 —0.74 [—0.79] 0.02 —025 —0.55

u Easy to determine eowa2 | —054 —074 [Z0.70| 0.03 —024 —0.54
eowa3 | —0.64 —0.60 [—0.77| 002 —0.32 —053

- : _ eowad | —0.71 —0.60 [—0.77| 001 —049 —0.53
Unilateral Opponent eowa5 | —0.62 —0.63 [Z0.71] —0.15 —0.09 —0.42
eowab | —057 —0.74 [-0.79] 002 —025 —0.55

model knOWIEdge not eowa? | —045 —0.67 [=0.76] 0.08 —0.47 —0.51
eowa$ | —0.63 —0.68 [-0.75] 0.06 —0.42 —0.52

necessary eowad | —0.52 —0.65 —0.17 —0.58 —0.43
ug=| owal |—-071 —068 0.00 —0.50 —0.53

owal0 | —0.55 —0.66 [—0.74] —0.19 —0.52 —0.51

owa2 | —053 —0.72 034 —0.53

owa3 | —0.70 —0.68 —0.49 —0.53

—0.61 —0.62 —0.08 —0.41

owab | —0.55 —0.74 024 —0.56

owab | —0.74 —0.75 —0.06 —0.54

owa? | —0.70 —0.76 ~0.10 —0.57

owa8 | —0.51 —0.70 021 —0.53

owad | —0.60 —0.58 —0.70] —0.42

wavg? | —0.60 —0.64 —0.70| —0.55

\ wavg3 | —0.67 —0.05 —0.53)

p " -®
*t ** .. b
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© Solutions: Conditional Dominance

. Def./Att. a o as 1y as g
Selects a wide set of Average | =056 —070 —0.77 005 —021 —0.53
: : cowal | —055 —074 —079 0.02 —025 —0.55
undominated strategies cowa? | —054 —0.74 —0.79 003 —0.24 —0.54
_ cowa3 | —0.64 —069 —0.77 0.02 —032 —0.53

Randomly picks one strategy cowad | —071 —069 —0.77 001 —049 —0.53
cowa5 | —062 —063 —0.71 —0.15 —0.09 —0.42

from the set eowab | —057 —0.74 —0.79 0.02 —0.25 —0.55
cowa? | —045 —067 —0.76 0.08 —047 —0.51

: B2 | -063 —068 —0.75 006 —042 —0.52

Only a benchmark solution, cowad | —052 —065 —0.71 —0.17 —0.58 —0.43
ug=| owal |—071 —068 —077 000 —050 —0.53

not a real concept owald | —0.55 —066 —0.74 —0.19 —052 —0.51
owa2 | —053 —072 —0.77 001 —034 —0.53

owad | —0.70 —0.68 —0.77 001 —049 —0.53

owad | —061 —062 —0.70 —014 —0.08 —0.41

owa5 | —0.55 —074 —0.80 000 —024 —0.56

owab | —0.74 —0.75 —0.80 —027 —0.06 —0.54

owa? | —0.70 —0.76 —0.81 —0.03 —0.19 —0.57

owa8 | —0.51 —0.70 —0.75 —020 —021 —0.53

owad | —0.69 —058 —0.66 031 —0.70 —0.42

wavg? | —0.60 —0.64 —0.72 0.14 —0.79 —0.55
\ wavgd | —0.67 —0.74 —0.73 —026 —0.05 —0.53)

* ¥ x - a® I[TTT
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Solutions: Nash Equilibria

. “ ” Def./Att. a o as 1y as g
NE exists for any “reasonable Average [ =056 =070 =077 005 <021 03
eowal | —055 —0.74 —079 002 —025 —0.55
game cowa2 | —054 —0.74 —0.79 003 —024 —0.54
cowa3 | —064 —069 —0.77 002 —032 —0.53
Game can have several cowad | —071 —069 —0.77 001 —049 —0.53
. cowa5 | —062 —063 —0.71 —0.15 —0.09 —0.42
equilibria cowab | —0.57 —0.74 —0.79 002 —025 —0.55
cowa7 | —045 —067 —0.76 008 —047 —0.51
HH A : cowa8 | —0.63 —068 —0.75 006 —042 —0.52
Some eqUIIIbrla are mixed 0.11 | eowa9 |—-052 —065 —0.71 —0.17 —0.58 —0.43
) ug= | owal |-071 —068 —0.77 000 —050 —0.53
Two sided concept owald | —0.55 —0.66 —0.74 —0.19 —0.52 —0.51
owa2 | —053 —072 —077 001 —034 —0.53
PIayers need game matrix owa3 —0.70 —0.68 —0.77 0.01 —0.49 —0.53
0.04| owad |-061 —062 —070 —014 —0.08 —0.41
i i owa5 | —0.55 —0.74 —0.80 000 —0.24 —0.56
knowledge or Iearnmg time to owa6 | —0.74 —075 —0.80 —027 —0.06 —0.54
find it owa? | —0.70 —0.76 —0.81 —0.03 —0.19 —0.57
owa8 | —051 —070 —0.75 —020 —0.21 —0.53
0.85 —0.69 —0.58 —0.66 031 —0.70 —0.42
wavg?2 | —0.60 —0.64 —0.72 014 —0.79 —0.55

\ wavgd | —0.67 —074 —0.73 —0.26 —0.05 —0.53)

** 5
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Y Solutions: Nash Equilibria (2)

NE exists for any “reasonable”
game

Game can have several
equilibria

Some equilibria are mixed
Two sided concept

Players need game matrix

knowledge or learning time to
find it

0.21 0.77 0.02

Def.[Att. i fly 3 y s g
Average | —0.11 0.03 011 -0.72 -045 -—-0.13

eowal —0.13 0.07v 0.12 -0.70 -0.43 -0.13

eowa —-0.13 0.07v 012 -0.70 -043 -0.13

eowad —0.02 0.03 011 -0.68 -0.34 -0.13

eowad 0.05 003 011 -0.66 -0.17 -0.12

eowab 0.06 007 0.15 -041 -047 -0.14

eowab —-0.11 0.0v 011 -0.70 -043 -0.13

eowaT —0.20 0.03 012 -0.72 -0.17 -=-0.13

eowald —-0.02 0.03 011 -0.70 -0.23 -0.13

eowald —0.06 0.07 013 -041 0.00 -0.15

Uy = owal 0.05 0.03 0.12 -0.66 -0.16 -0.12
owall —0.08 0.03 012 -044 -0.10 -0.11

owa? —0.13 0.07 0.12 -0.66 —-0.31 -—-0.12

owad 0.05 003 012 -0.66 -0.16 -0.12

owad 0.06 007 0.15 -041 -047 -0.14

owab —0.13 0.07 0.12 -—-0.68 —-0.44 -—-0.12

owab 0.06 007 012 -041 -0.62 -0.14

owa’ 0.01 007 011 -0.66 -050 -0.12

owad —-0.13 0.07 011 -044 -043 -0.11

owad 0.14 0.03 0.11 -0.86 0.15 —-0.13

wavg2 —0.02 0.03 011 -0.75 0.17 —-0.07

wavg3d 0.00 0.07 0.06 -041 -0.62 -0.14

s b i [T
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® Experimental Evaluation

Specific attack scenario really

Two settings with different

executed on the background of defender’s preferences

real network traffic

All results averaged from 40

Several executions of the plan runs with different challenges,

with varying parameters
Attacks:

" Horizontal scan

= \ertical scan

= SSH brute force

same data

Settings 1 | Settings 2
Attack class Py Vi Py | v
Apache benchmark 300 | 0.001 | 600 | 0.001
Horizontal scan 140 | 0.001 | 300 | 0.001
P2P Network 180 0.001 | 300 | 0.001
SSH brute force request 1000 | 0.001 | 500 | 0.001
SSH brute force response | 1000 | 0.001 | 500 | 0.001
Vertical scan 150 | 0.001 | 300 | 0.001

B%Cn 77 e 60
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Detection payoffs against attack variants; settings 1, False

Experimental Evaluation

positives included

Strategies — settings 1
Attack class DS CD NE Trust | Best Avg.
OWA | OWA
SSH brute force 0.04 7.27 16.41 | 17.61 136.69 | 9.08
Vertical TCP scan with OS de- | 0.04 10.72 20.38 | 11.91 74.65 6.90
tection
Vertical UDP scan 0.00 17.03 54.84 | 46.99 170.15 | 10.91
Horizontal TCP scan for SSH | 0.00 21.57 84.51 | 48.85 166.82 | 12.51
service
Horizontal UDP scan for DNS | 0.00 21.71 107.41| 60.94 219.31 | 15.90
service
Horizontal ICMP ping scan -0.21 | 23.08 76.50 | 56.08 169.55 | 11.19
Horizontal TCP scan for all ser- | 0.68 16.98 57.00 | 35.04 118.87 | 13.23
vices
Average 0.08 | 16.91 59.66| 39.63 | 150.86| 11.39
ot ~ o LTI
B G
=
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Experimental Evaluation

Dominant strategy behavior, Settings 1

100%
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Ewavg3
Beowald
Oowal
B eowat
BowazZ
Dowald
Ewavg2
Dowa4
Beowas
Dowas
B eowad
Bowab
Beowa?
Bowa?
Oeowat
Eowal
Wowad
Oeowa2
Beowad
Oeowal
B Average

Eowail
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® Experimental Evaluation

Conditional dominance, Settings 1




® Experimental Evaluation

Max-Min, Settings 1

100%
Wwavgd

B eowad
20%

Oowal

Beowal
80%
mowa?

Oowal
o Ewavg2
Oowad
80% B eowas
DOowas
50% Heowad
| Bowab
40% Weowal
mowa’l
30% Oeowab
Bowad
0% Howad
Oeowal
10% W eowal
Beowal
W Average

Bowaill

0%
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® Experimental Evaluation

Nash, Settings 1
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Trust, Settings 1

100%
20%
0%
T0%
B0%
50%
40%
30%
20%

10%

9 Experimental Evaluation
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Ewavg3l
Eeowad
Oowal
Beowad
Bowa2
Oowal
Ewavg2
Dowad
Heowas
HJowas
Beowad
Bowab
Beowar
Bowa?
Oeowab
Bowad
Bowal
Oeowa?
Beowald
Deowal
B Average

Dowaill
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Detection payoffs against attack variants; settings 2, False

Experimental Evaluation

positives included

Str

ategies — settings 2

Attack class DS NE Trust | Best Avg.
OWA | OWA
SSH brute force 0.00 28.03 | 18.93 144.68 | 12.12
Vertical TCP sean with OS de- | 2.19 27.18 | 20.68 51.82 6.44
tection
Vertical UDP scan 8.81 104.11| 59.65 175.61 | 13.15
Horizontal TCP scan for SSH | 6.69 79.99 | 46.03 130.70 | 14.92
service
Horizontal UDP sean for DNS | 14.88 01.61 | 59.75 148.54 | 14.80
service
Horizontal ICMP ping scan 23.65 W 135.62| 79.20 185.19 | 11.96
Horizontal TCP scan for all ser- | 0.69 60.33 | 43.44 127.69 | 16.78
vices
Average 8.13 76.55| 46.81 | 137.75| 12.88
ot ~ o LTI
B
=
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® Adaptation Process Attacks

Random selection of Experiments confirmed that:
challenges = Attacker is not much
Security policy better off with IDS read-
Threat models only compromise/model
Network traffic = RNG/challenge sequence
Algorithms needs to be kept secret
(NBA/trust/adaptation) = Robustness and statistical

security is possible

Algorithm state/model




O Conclusions

CAMNEP uses reflective-cognitive methods to:
= Automatically reduce and maintain the error rate
* Monitor system performance
= Optimize system performance by:
* Aggregation function selection
* Aggregation function generation
* Challenge insertion process management
= Resist strategic behavior of informed opponent

* Game theoretical formalization of the system

*: .. ’
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